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1 Preface

This background report aims to acquaint the
reader with the subject of Cyber Defence and
Cybersecurity. It is not intended to serve as an all-
encompassing or exhaustive exploration of the topic, but
rather as a summary of key information. It is strongly

advised against concluding your research solely based on

2 Introduction

In 2016 NATO recognised the cyber domain as one
comparable to air, land, sea and space, given the
escalating frequency of cyberattacks and their adverse
effects on both cyberspace and the physical world.
Ensuring cybersecurity is crucial as it safeguards all
types of data against theft and loss. This is particularly
important while considering sensitive data like

protected health information, personally identifiable

2.1 Definition of the Cyberspace

Although various different definitions reference
cyberspace, this document will focus on two main ones.
The first definition views the field primarily from
a technical perspective: “Cyberspace refers to the virtual
computer world, and more specifically, is an electronic
medium used to form a global computer network to
facilitate online communication. It is a large computer
network made up of many worldwide computer
networks that employ TCP/IP protocol to aid in
and data activities.

communication exchange

Cybersecurity

this document. The questions and references in the last
chapters of this background are there to convey what to
focus on while conducting further research. In case of
any questions regarding this document, please contact

the author at magdalena.tetourova@amo.cz

information, intellectual property, and government or
business information systems.*

If not safeguarded properly, a leak of these types of
data can cause damage, often also of material character.
Both NATO and its member states have launched
initiatives to better tackle the cyber challenge both
operationally and in terms of capability development.
Nevertheless, a common approach to cyber defence is

still missing among major NATO members.

Cyberspace’s core feature is an interactive and virtual
environment for a broad range of participants.”
Contrarily, the second definition views cyberspace
simply as “all computer networks of the world”, with this
non-physical space forming the so-called 5th domain of
modern warfare. It considers all types of networks: the
internet, other networks, but also even internal systems
that are not directly connected to the internet.# As such,
even the artificial intelligence, autonomous systems and
quantum technologies used by the Alliance are

considered parts of the cyberspace.> 7

TCP/IP is a pack of protocols used to connect network devices on the internet. It

specifies how data are exchanged.®

Critical Infrastructure is a collection of systems, networks and public works that

a government considers essential to its functioning and the safety of its citizens. The

specific infrastructure that each nation considers critical varies. It usually includes

electrical grids, public services and communication systems. Special attention must

be given to protect critical infrastructure from cyber attacks.’
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2.2 Importance of the Cyberspace

Cyberwarfare itself doesn’t have an official definition, it is a way by which one

side of a conflict can do harm to the other side of the conflict via cyberspace.”

It can for example include the activity of using the internet to attack a country’s

computers in order to damage things such as communication and transport

systems or water and electricity supplies. A crucial distinction is that

cyberwarfare is mostly conducted by a military body.”

A cyberattack, on the other hand, is an intentional violation of cyber security by

an individual or an organised group in order to gain information or access to the

network of the target.™

e A cybercrime is not easily defined, because the law of every state regards it

differently. In general, however, cybercrime is conducted by an individual

or an organized group in order to enrich itself. Their motives are not

political, but purely personal.™

e Cyberterrorism can be defined in a very comparable way to a cybercrime.

However, there is one difference: Cyberterrorism is politically motivated in

order to achieve some kind of a goal.®

Cyberwarfare is strongly connected to many The NATO cyber defence policy emphasises the
aspects of conventional warfare. Nevertheless, in some importance of collective defence, resilience, and
areas, it completely changes the nature of traditional deterrence in countering cyber threats. Its primary

conflict, or what is considered advantageous in
it. For instance, it enables small states to
potentially cause bigger damage using
cyberwarfare than it would be able to using
only its armed forces.?

In an era marked by an increasing
reliance on interconnected digital systems, the
need for cyber defence capabilities has become
paramount. Moreover, it is important to
understand cyberspace as a constantly
evolving domain. It evolves at an incredibly
fast pace and even for the most advanced
states, it can be complicated to manage.
Therefore, cyber defence initiatives hold
significant importance in the modern digital
era. Cyber threats, including state-sponsored
attacks, cyber espionage, and disruptive
operations, pose grave risks to mnational

security and critical infrastructure.*

Cyber defence initiatives hold
significant importance in the
modern digital era. Cyber threats,
including state-sponsored attacks,
cyber espionage, and disruptive
operations, pose grave risks to
national security and critical

infrastructure.
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objectives include enhancing situational awareness,

promoting information sharing and cooperation,
developing capabilities, and fostering a cyber defence

culture within its member states.*
3 History

The first chapter of this background laid the
foundation of a basic understanding of important cyber

concepts. This was achieved through the review of basic

concepts  relevant to the cyber domain.
3.1 Significant attacks
3.1.1 Estonia (2007)

By 2002, Estonia had issued electronic

identification cards to all of its citizens. It was through
these cards that Estonians could access government
services online, from voting and social security services
to filing taxes. By 2007 and 97% of Estonians were using
online banking services."”

The attacks on Estonia lasted three weeks in April
and May 2007 - immediately following the removal of
astatue dedicated to Soviet soldiers who died in the
Second World War.*®

Many government websites and civilian services,
such as banks and news sites, experienced DDoS attacks.
This attack rendered the services unusable by the
citizens of Estonia due to the high volume of traffic
experienced.”

The DDoS reached their peak on 9 May 2007.
While the cyber attacks on Estonia have not officially
been attributed to Russia, many organisations, including
industry and governments, believe Russia was behind
the events. US Intelligence and Cyber Law & Business
Report have also attributed the actions on Estonia to
Russia.>°

The attacks highlighted an institutional gap and the
realisation of the increased threats that exist in the cyber
domain. This led to the formal accreditation of the
Cooperative Cyber Defense Center of Excellence (CCD
COE) by NATO on 14 May 2008. The pinnacle
accomplishment of CCD COE to date is the creation of
the Tallinn Manual *

3.1.2 Georgia (2008)
The cyber conflict against Georgia in 2008 is an

interesting case study where the attacks occurred

Cybersecurity

In conclusion, NATO's cyber defence initiatives
underline the Alliance’s commitment to adapt to the
changing security landscape.

The understanding of the cyber domain will be further
built upon in the upcoming chapter through the
examination of significant cyber events through recent

history.

concurrently with conventional warfare. This was the
first time cyber attacks were used in conjunction with
kinetic military action.> As with events in Estonia,
Russia is believed to be involved in this cyber conflict.3

The impacts of these cyber attacks were widely felt
across the country, impacting many of the services
available to the citizens. The attacks successfully denied
citizen access to 54 websites related to communications,
finance and government.’4

The government did not have an effective means to
communicate with their citizens as the DDoS attacks
impacted not only government websites but also media
outlets. This lack of information and communication
internally within Georgia, caused either by the cyber
attacks or the unintended self-censorship, created panic

across the population.®

3.1.3 Stuxnet (2010)

In September 2003, the International Atomic
Energy Agency (IAEA) board of governors approved
aresolution for the suspension of Iran's nuclear
program.=®

However, during the IAEA inspections, it was
observed that Iran did not cooperate with the resolutions
and it could not be determined whether a nuclear
weapons program was underway. The Stuxnet program
Bush
administration, and it became a joint initiative between
the US and Israel once Barack Obama took office. The US

used the cyber domain as a tool to influence Israel - the

was then initiated wunder the George

possibilities Stuxnet presented persuaded Israel to
partner with the Therefore, Israeli intelligence (at the
initiative of the US) helped to develop a malware that

resulted in material damage to Iran’s nuclear facilities.?”
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Stuxnet demonstrated to the world that malware
could expand beyond the cyber domain and cause
physical damage to infrastructure. Nowadays, it is
estimated that the Stuxnet malware was able to infect up
to 100 ooo computers, 58% of which were located in
Iran, but it is believed that other countries were also
affected.?®

3.1.4 National Research Council (2014)

In July 2014, Canada, more specifically the National
Research Council (NRC), became the victim of a state-
sponsored spear-phishing attack originating from
China.»

It is unknown exactly what intellectual property
China was able to secure; however, the NRC had been
working on classified projects at the time, including
developing highly secure quantum communications as

well as DNA sequencing. In addition to financial and

3.2 Impact of Cyber Events

In order to understand the topic properly, it is
important to note the impact of significant cyber
attacks and events.

The attacks on Estonia (2007) resulted in the
acknowledgment that more policy and legal
frameworks need to be developed in order to
effectively and lawfully navigate the cyber domain.
The Tallinn Manual was created as one part of the
reaction, and is nowadays used by lawmakers and
cyber planners as an ethical guide through the cyber

domain whenever cyber action is considered.?

4 Defence

From a technical point of view, cyber defence is
a series of mechanisms and software with one main
goal: protect the network that it is integrated in. Cyber
defence can be broken down into two categories:

passive and active cyber defence.

41 Passive defence

Passive cyber defence uses tools such as anti-
virus software, firewalls and user education, intending

to increase cyber security education and practice of all

6
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intellectual property implications, the cyber attack also

caused political strains.3°

3.1.5 SolarWinds (2020)

The SolarWinds cyber attack is one of the most
recent high-profile cyber prolonged infiltrations, being
reported on 17 December 2020 by Microsoft. The attack
capitalised on a backdoor that was discovered in the
SolarWinds software, a systems management software.
Through this backdoor, malicious software was able to
be installed, eventually reaching more than 18,000

companies and US government departments.>*

While the malware was able to reach the US
Department of Energy, it was unable to compromise the
computer systems. Although not officially attributed,
the US government believes Russian intelligence

organisations were the main perpetrators of the attack.3?

Stuxnet (2010), considered the first cyber action
to cross domain from cyber activities to physical
damage, demonstrated the power of intelligence
gathering as it relates to cyber planning.34

The attack on the Canadian NRC (2014)
demonstrated the power of China’s ability to gather
information and the political strain that may result
from it.3

Finally, SolarWinds (2020) highlighted the
importance of collaboration and intelligence sharing
between industrial

partners and government

organisations.3

who use the networks.37 It can be defined as “measures
taken to reduce the probability of, and to minimise the
effects of damage caused by hostile action without the
intention of taking the initiative”3®

Passive cyber defence aims to reduce the impact
of a cyber attack and decrease the time required to

restore the network should the attack be successful

Prague Student Summit | XXIXth year



42 Active defence

Active cyber defence encompasses cyber
countermeasures and counterattacks directed at
ahostile cyber actor. These counter attacks are
adefensive response to a cyber attack executed by
a hostile actor.

Defensive cyberattacks can be further broken
down into two subcategories: mitigative counterstrike
and retributive counterstrike.4°

A mitigative counterstrike would involve actions
taken in self-defence in order to interrupt an attack in
progress and mitigate immediate harm to a target
system. If the goal of the counterstrike is to punish the
attacker, it is considered a retributive counterstrike.
However, under international law, only the mitigative
counterstrike is truly defensive, because its purpose is

to defend oneself against an immediate threat.+

4-3 Sovereignty

Cyberspace, together with the other four
domains (land, sea, air, and outer space) is a reflection
of the current international system and, thereby, is
largely affected by the rules that characterise it. The
issue of state sovereignty in cyberspace raises critical
questions about the need to regulate the cyber domain
and gradually reach an international cyber order. The
cyberspace itself is often characterised as a domain that
transcends physical space and thereby is immune to
state sovereignty and resistant to international
regulation.+

This myth is based on a widely-held belief that
cyberspace is ‘not a physical place’ and therefore defies
the rules that apply to other domains. Actions in the
cyber domain seem to take place ‘outside’ the state in
a ‘virtual’ manner, but their implications affect the ‘real’
world, ‘inside’ states.

However, getting back to the description of
cyberspace and the physical layer, it is obvious that
cyberspace requires physical infrastructure in order to
operate. This infrastructure is terrestrially based and
therefore not immune to state sovereignty.®

States need to be present in cyberspace and
exercise control for reasons of national security.
National critical infrastructures like banking and
finance, oil and gas, electricity and water, or
transportation all depend upon computer networks to

operate and therefore cannot escape state control.44

Cybersecurity

4-4 Law of Armed Conflict (LOAC)

An important aspect that should be considered
when analysing cyber warfare is the Law of Armed
Conflict (LOAC) and its application to the cyber
domain. Much of the infrastructure in the cyber
domain is considered dual-use, meaning the
infrastructure and equipment are used for both civilian
and military operations. At some point, it is reasonable
to assume that most cyberattacks will transit through,
reside or be prepositioned on telecommunications
infrastructure used by the civilian population, through
communication lines, data centres etc.45

The cyberattack’s secondary effects are difficult
to determine when attacking dual-use systems or
equipment. This has an impact on the proportionality
factor as it is difficult to anticipate the degree of
expected collateral damage. Since the LOAC does not
permit an attack if the collateral damage on the civilian
population exceeds the military advantage gained
given the attack is successful, it is also expected that
acommander must anticipate through reasonable
means the degree of collateral damage.+°

Therefore, it could be argued that since the
degree of interdependencies between dual-use and
civilian infrastructure is so extensive, it is not
reasonably feasible to accurately anticipate all the
possible secondary effects of a cyberattack. Such
attacks could therefore be considered entirely illegal
under the LOAC.#

4-5 Tallinn Manual
The Tallinn Manual is a non-legally-binding

scholarly work by international law academics and
practitioners intended to provide an objective
restatement of international law as applied in the cyber
context. It is policy- and politics-neutral and does not
represent the legal position or doctrine of any State or
organisation, including the CCD COE.#® The manual
has developed eight criteria to be used when
determining if the prohibition of Article 2(4) was
broken. However, the manual was not intended to be
a definitive guide.#

The first version of the Tallinn Manual was
centred around cyber war. Tallinn Manual 2.0 was
released three years later and expanded to “focus on
activities below the level of war, which include cyber

terror, cyber espionage, and cybercrime”.5° 5*
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The Tallinn Manual attempts to bring Stdtes need tO be present in

the international community together and
reach common ground regarding the impact of
a cyber attack. It attempts to quell the debate

as to if a cyber attack could constitute a use of

force and takes a different approach. A cyber for redasons Of nationa I secu I“itg o

attack may not surpass the threshold of use of
force, however it could constitute “a violation
of the principle of non-intervention in the

”

international affairs of another state”. 52

4.6 International Law

A continuing issue writ large within

both NATO and the global community

cyberspace and exercise control

National critical infrastructures
like banking and finance, oil and

gas, electricity and water, or

involves how existing international law t rans p o rtc' tio na I I d e pe n d u po n

applies to activities in cyberspace. From
asecurity perspective, significant progress

was made with the publication of the Tallinn

computer networks to operate

Manual on the International Law Applicable an d t h e refo re cann Ot esca pe

to Cyber Warfare (2013).5

Perhaps not surprisingly, some non-

NATO states, Russia and China in particular, State contro"

do not fully agree with the principles
espoused within the Tallinn Manual. This is
a significant challenge, especially considering these
countries are two of the five permanent members of
the United Nations Security Council.54

However, NATO initiatives with the private

sector also present significant legal issues, especially in

5 Cooperation

5.1 Policy & Precautions

The main tasks of NATO are collective defence,
crisis management and cooperative security amongst
its member states. The new Enhanced Cyber Defence
Policy affirms the role that NATO cyber defence
contributes to the mission of collective defence and
embraces the notion that a cyberattack may lead to the
invocation of Article 5 actions for the Alliance.
However, the truth is that most cyberwarfare activity
is right below the threshold of what would be
probably perceived as an armed conflict.5

But when does a cyberattack cross the line of the
threshold of armed conflict? Rule 30 of the Tallinn

Manual defines a cyber attack as “a cyber operation,

regards to the status of the private contractors’ civilian
employees who support NATO operations. The
implications of their vulnerability to legitimate attack
as well as liability for due diligence remain under legal

evaluation.’

whether offensive or defensive, that is reasonably
expected to cause injury or death to persons or damage
or destruction to objects”.5” The legal test on whether
acyber-incident has crossed the line of an armed
conflict is ‘effects-based, focusing on the nature and
extent of the injury and damage caused on a case-by-
case basis and whether it has caused death or
destruction. An attack would generally not be
considered to have crossed the line when it is
reversible or temporary.s®

The largest part of NATO Cyber Defence Policy
is made of Alliance members’ Cyber Defence Pledge,
which was signed as part of the 2016 Warsaw Summit.
Members of the Alliance pledged to further enhance

cyber defence capabilities and to improve the process
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of education, training and awareness in the area of
cyber defence.>

There is a big desire to have a rather sovereign
cyber infrastructure on national level that is also
capable of defensive and offensive activities in
a coordinated manner. The Cyber Defence Pledge is
a crucial aspect of the further development of NATO'’s

cyber capabilities.®

5.2 NATO Committee

The Cyber Defence Committee has been
operating since 2014 (it was established by renaming
the Defense Policy and Planning Committee). This
committee operates under the authority of the North
Atlantic Council and its main goal is to administer
NATO's cyber defence policy.**

It cooperates with the Cyber Defense
Management Board (CDMB), which is an organ
responsible for strategic planning, executive direction
regarding the topic of NATO networks and its cyber
security.® The CDMB is composed of political leaders
and important military, operational and technical
personnel and institutions that are mainly responsible
for the cyber defence of NATO. It is connecting
civilian and military bodies to achieve the highest

possible effectiveness.®

6 Future steps

6.1 Articles

Concerning the cyber domain, NATO ultimately
reaffirms its nature of defensive alliance, as well as the
principle for which international law is also applicable
to cyberspace.’?

It is worth noting how NATO declares itself
ready to use not only cyber capabilities, but also air,
maritime or land capabilities to counter a cyberattack.
For the purpose of deterrence and defence, NATO thus
considers all operational domains in an integrated
manner, in line with the integration of the Cyber
Operation Centre into the NATO command structure.

In order to perform effective deterrence,
however, the ability to assign the authorship of attacks

is fundamental - a priority which demands further

8
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5.3 Centre of Excellence

Cooperative Cyber Defence Centre of Excellence
(CCD COE) in Tallinn, Estonia is a multi-nationally
sponsored entity, which offers recognized expertise
and experience to the benefit of the Alliance. Centres
of Excellence (COEs) are international military
organisations that train and educate leaders and
specialists from NATO member and partner countries.
The idea to establish such a multinational centre
originated in 2004 and moved forward also due to the
cyberattack against Estonia in 2007.%4

The CCD COE is composed of multiple bodies,
with the main body being the Steering Committee. It
is then divided into the following branches:
Technology, Strategy, Operations, Law, Education
& Training, and Support. The mission of the CCD COE
is to enhance the cooperative cyber defence capability
of NATO and its nations, thus improving the Alliance’s
interoperability in the field of cooperative cyber
defence.>

e Participation open to all NATO nations;
access open to Partners;

e Tangible improvement to NATO capabilities;

e No duplication/competition with NATO
command arrangements;

e No NATO command and control (the head of

the committee is an Estonian chairman).®®

efforts on behalf of the Allies.® In conventional
warfare, distinguishing an act of war and what is not is
pretty much straightforward. However, in cyberspace,
there are no solid boundaries of what is perceived as
an act of war. For example, in Estonia, Russia targeted
governmental websites and did significant damage.
Was it an act of war?

Even though it is often possible to track the
perpetrator of an attack via an IP address, it is
complicated and in many cases almost impossible to
reliably determine the attacker. The most important
lesson to draw is that NATO might need to adapt its

primary task of collective defence to cyber defence.®
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6.2 Alliance-wide Cyber
Operations

The 2019 London Summit gave a new politico-
strategic impulse to NATO's activities in cyberspace, in
light of the geopolitical competition with China and
Russia. Secretary General Jens Stoltenberg declared
that the “cyberspace is the new battleground and
making NATO cyber ready is a top priority”. Indeed,
Stoltenberg highlighted that cyber threats will become
more dangerous with the development of new
technologies, such as Al and machine learning. These
technologies are fundamentally changing the nature of
warfare — to an extent comparable to the industrial
revolution.”

Accordingly, the 2020 report of the NATO 2030
Reflection Group ascribed great relevance to Emerging
and Disruptive Technologies (EDTs), understood both
as a sector in which to invest more, and a set of
challenges. Within EDTs, those related to cyber
defence, above all Artificial Intelligence (Al), are
considered a priority.”

The new Strategic Concept, defined throughout
2021, pays great attention to cyber defence, cyber
domain and EDTs as another field of confrontation
with China and Russia.”> As one NATO cyber officer
noted, “NATO has established a capable defence for
most cyber threats, but that is just the first step, what

7 Conclusion

Through the examination of significant cyber
events in history, some important conclusions can be
drawn:

e  Collateral damage and intended
consequences are a serious consideration
when operating in the cyber domain;

e A legal and ethical framework is critical for
operating the cyber domain;

e The safeguard of information is crucial to
preserving intellectual property and national
interests.

Finally, the examples of specific cyber events

demonstrated the importance of collaboration, not
only between government departments but also with

industry partners and allies. Collaboration improves

Cybersecurity

In conventional warfare,
distinguishing an act of war
and what is not is pretty
much straightforward.
However, in cyberspace,
there are no solid
boundaries of what is

perceived as an act of war.

needs to quickly follow is the development of ‘active
defence’ capabilities”.”

The Alliance must be able to dissuade and deter
threats to its members, from whatever source and
across all domains, while being prepared to defend all
parts of NATO territory and to protect the critical
functions of Allied societies. Such operations extend
far beyond the military dimension, incorporating
political, economic, technological, social, and

psychological considerations.’#

both the probability of uncovering a cyberattack and
the swift resolution of its aftermath.

An important aspect to be considered when
analysing cyber warfare is also the Law of Armed
Conflict (LOAC). It could be argued that since the
degree of interdependencies in the cyber domain is so
extensive, it is not possible to accurately anticipate all
the secondary effects of a cyberattack. Such attacks
could therefore be considered illegal under LOAC.7>

The debate becomes more complex when
considering the theory that an attack on national
critical infrastructure could be actually considered
a threat, by extension, a use of force. Consistent with
its current Cyber Defence Policy, NATO's top priority

Prague Student Summit | XXIXth year



is to protect its own communications and information
systems that support alliance military operations.”
However, a significant issue for NATO's
cyberspace operations is the possibility of offensive
actions carried out by the Alliance.””? The Tallinn
Manual now provides one framework to evaluate
cyber actions, ensure they are ethical and legal, and its

use is not limited for the purpose of the Alliance.

Cybersecurity

Cyberspace activities are currently one of
NATO's top priorities. While there will always be
room for improvement and the priorities of member
states regarding this matter often differ, the continued
resourcing for, and pursuit of improved cyberspace
capabilities will help to ensure the steady progress of

NATO cyberspace endeavours.”

Prague Student Summit | XXIXth year



Cybersecurity

8 Questions for negotiations

L What are a member state’s cyber warfare capabilities?
II. Is a member state willing to offer its capabilities?
II1. How does a member state perceive sovereignty in cyberspace?
Iv. What is a member state's stance on the topic of Article 5 in relation to cyberspace?
V. How should NATO proceed in case of an invocation of Article 5 due to a cyberattack?
VL How should NATO respond in case of a cyberattack by a private individual or a terrorist group in comparison

to an attack by another country?
VIIL Where is the difference between a cyber act of war and just a ‘provocation’?
VIIL Should civilian or military personnel be responsible for cyberspace?

IX. What ground rules for offensive cyber warfare should NATO have?
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Prazsky studentsky summit

Prazsky studentsky summit je unikatni vzdéldvaci projekt existujici od roku 1995. Kazdoroéné
vzdéldva pres 300 studenttl stiednich i vysokych skol o soucasnych globdlnich tématech, a to
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NATO, EU a Gzo.
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